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1.0 About the Terminal Services ActiveX Client Control

The Microsoft Terminal Services ActiveX Client Control is an ActiveX control that provides virtually the same functionality as the full Terminal Services Client, but it is designed to deliver this functionality over the Web, even if the full Terminal Services Client is not installed on the client computer. When hosted in a Web or ASP page, the ActiveX Client Control allows a Web surfer to log on to a Terminal server via a TCP/IP Internet/intranet connection and view a Microsoft Windows NT( 4.0 or Windows 2000 desktop inside Internet Explorer. 

1.1 Embedding the Control

Web authors can embed the Terminal Services ActiveX Client Control in a Web page with the HTML <OBJECT> tag, as in the code below. (See the sample Web pages for examples.) 

  <OBJECT language="vbscript" ID="MsTscControl"> 

   CLASSID="CLSID: 1fb464c8-09bb-4017-a2f5-eb742f04392f" 

   WIDTH="400" 

   HEIGHT="300" 

   CODEBASE = “path\mstscax.cab#Version a, b, c, d,”> 

   <PARAM NAME  = property1 value = property1value> 

   <PARAM NAME = property2 value = property2value> 

  ... 

  ... 

  <\OBJECT> 

Where: 

WIDTH 

Is the width of the Terminal Services session displayed in the page. 

HEIGHT 

Is the height of the Terminal Services session. 

CODEBASE 

Is the path and file name of the Terminal Services ActiveX Client Control (Mstscax.cab). This file is in the directory where you installed the ActiveX Client Control and sample pages (Default = C:\Inetpub\Wwwroot\Tsweb).

PARAMNAME 

Can be any of the parameters supported in Msrdp.ocx. 

Note   The ActiveX Client Control Object parameters are not listed in this document. To view them, open Msrdp.ocx in a tool such as Oleview.exe or the Visual Basic® Object Browser. Msrdp.ocx is located in Mstscax.cab, which is installed in the directory where you installed the ActiveX Client Control and sample Web pages. See the implementation of the <Object> tag in the sample connection page (Connect.asp) for examples of some common parameters.

1.2 The Secured Settings Interface – Specifying a Program to Start

For security reasons, some properties of the Terminal Services ActiveX Client Control object are restricted to certain Internet Explorer security zones. This means that when a Web surfer accesses the page from a computer in a less secure zone, these properties are disabled. These restricted properties are contained in the Secured Settings Interface. They are available in the following Internet Explorer security zones:

· My Computer

· Local Intranet

· Trusted Sites

They are disabled in these zones:

· Internet

· Restricted Sites

If you call these restricted properties within your Terminal Services Web application, you should use the following ActiveX Client Control properties to check for and access Secured Settings properties:

SecuredSettingsEnabled

Returns a BOOL indicating whether or not the secured settings are accessible.

SecuredSettings

Returns the Secured Settings Interface. Returns failure if the page containing the control is not in one of the allowed zones.

The Secured Settings Interface has the following properties:

StartProgram

Specifies a program to start upon connection.

WorkDir

Specifies the working directory for the program specified in StartProgram.

FullScreen

Specifies the fullscreen/windowed state of the control upon connection. Set to TRUE to open the connection in fullscreen mode. (Note that although the use of the FullScreen property is restricted to the above IE Security Zones, a user can always change to FullScreen mode after connection by pressing Ctrl+Alt+Break.)

The following sample VBScript can be used to launch Microsoft Notepad upon connection. It should be called before the Connect method is called.

if MsTsc.SecuredSettingsEnabled then


MsTsc.SecuredSettings.StartProgram = "notepad.exe"

else


msgbox "Cannot access secured setting (startprogram) in the current browser zone"

end if
1.3 Downloading and Using the ActiveX Client Control

When a Web surfer accesses a Web page that contains the embedded Terminal Services ActiveX Client Control, the following happens:

1. If necessary, Internet Explorer (IE), version 4.0 or later, downloads the .cab file pointed to by the CODEBASE parameter of the OBJECT tag. This happens under the following conditions:

· The computer that accessed the Web page doesn't have an installation of the full Terminal Services Client with Web support. 

· The installed version of the .cab file on the client computer is older than the version on the Web page. 

2. After downloading it, IE decompresses the .cab file and installs the ActiveX Client Control in its default location for downloaded controls on the target computer. 

3. The Terminal Services Client opens in the Web page. Depending on the parameters passed and the settings of the Terminal server to which you are trying to connect, the Windows logon screen appears. 

1.4 Configuring Client Security Settings

For enhanced security, you might choose to disable Terminal Services features such as clipboard redirection and printer redirection for clients that connect to Terminal servers using the ActiveX Client Control.  To disable these features, edit the registry of the client computer and add the following keys: 

HKLM\Software\Microsoft\Terminal Server\DisableClipRedirection
HKLM\Software\Microsoft\Terminal Server\DisablePrinterRedirection
Set the value of both keys to DWORD 1.

2.0 Sample Web Pages

When you install the ActiveX Client Control component of the Terminal Services Advanced Client, three sample Web pages are copied to the installation directory on your computer. These pages can be run as they are, or they can be modified.

Note   The sample Web pages should be installed on a Web server running Windows NT 4.0 Server or later and Internet Information Server 4.0 or later, and the browser on the client computer should be IE 4.0 or later.

The sample pages are:

· Default.htm 

· Connect.asp 

· ManyServers.htm 

2.1 Default.htm

Default.htm is a default logon page that is designed to collect Terminal server connection information from the user. This page contains a required field for the Terminal server to which the user wants to connect and optional fields for screen size and user logon information (username and domain). It works in combination with Connect.asp to collect user data and pass the data to the ActiveX Client Control (Msrdp.ocx) to initiate a Terminal server session. The entire process works as follows:

4. The user types in the name of the Terminal server. 

5. Optionally, the user specifies a screen size for the connection. If no screen size is specified, the session opens in Full Screen mode (if the user is in a trusted zone. See Section 1.2 for more information).

6. Optionally, the user supplies automatic logon information (username, domain) for the Terminal server session.

7. When the user clicks the Connect button, Default.htm constructs a URL that it passes to Connect.asp. This URL contains the user-supplied information as parameters. 

8. If necessary, IE downloads the .cab file containing the ActiveX control and installs it on the user’s computer.

9. The Terminal server session opens in the browser window (or full screen). 

Notes   For security reasons, some options that are available in the Terminal Services Connection Manager are restricted in the ActiveX Client Control to certain Internet Explorer security zones. Please see Section 1.2, “The Secured Settings Interface – Specifying a Program to Start” for more information.

The screen size specified by the user in this form is the size of the Terminal Services Console upon connection. The console appears at the specified size in the browser window or, if the session opens in the default full-screen mode, the browser controls and borders disappear and the Terminal Services console expands to the size of the user’s screen. As with the Terminal Services full client, the user can toggle between full screen and windowed mode by pressing CTRL+ALT+BREAK.

2.2 Connect.asp

Connect.asp is the page that contains the actual ActiveX client control, which hosts the Terminal server session. By design, Connect.asp does not run alone but must be called with parameters, such as those passed by Default.htm. When the user supplies connection information in Default.htm and then clicks Connect, the user-supplied information is embedded in a URL, such as the following:  

http://MyWebServer/tsweb/connect.asp?Server=MyTSServer&rW=800&rH=600&

When this page opens for the first time in Internet Explorer, a dialog box appears and asks if the user wants to download the Msrdp.ocx ActiveX control. This happens only under the following conditions:

· The computer that accessed the Web page doesn't have an installation of the full Terminal Services Client with Web support. 

· The installed version of the .cab file on the client computer is older than the version on the Connect.asp page. 

After users reach this page, they can create a shortcut to it by making it a Favorite in IE. The Favorites shortcut retains all of the information the user previously supplied for the Terminal Services connection, making it easy to connect again. 

Note   The size of the Terminal server console that appears in Connect.asp is the size that the user specified in Default.htm. To change the screen size, the user must return to Default.htm (after disconnecting the session) and edit the connection. If no screen size was specified, the console opens in the browser window in the default full-screen mode. At this resolution, the IE tool bars and window frames disappear, and the Terminal server console expands to match the full dimensions of the user’s screen. As with the Terminal Services full client, the user can toggle between full-screen and windowed mode by pressing CTRL+ALT+BREAK.

2.3 Manyservers.htm

Manyservers.htm is a page that hosts four Terminal Server connections in a single page. It is designed to allow a server administrator to manage many servers and see all of the server consoles in a single screen. A server administrator could customize this page to make it even more useful. For instance, an administrator could use DHTML or page redirection to start new connections after an interval. 

Note   Connections on this page are not made until the user clicks on the console. If the user does not click on the displayed console after a specified period of time (two minutes) the session times out.

By default, the server name for all of the Terminal Services Web Connections on this sample page can be set by using the edit control that appears at the top of the page when the page is opened in the browser. When the user types a server name in this box and then clicks Connect, all four instances of the ActiveX client control create a connection to the specified server.

To change this, for example to specify a different server for each instance of the control, open the page in Microsoft( Notepad or in an HTML text editor and add the Server parameter to each of the embedded <OBJECT> tags, as follows:

  <OBJECT language="vbscript" ID=" MsTscControl"> 

   CLASSID="CLSID: 1fb464c8-09bb-4017-a2f5-eb742f04392f " 

   WIDTH="400" 

   HEIGHT="300" 

   CODEBASE = “path\mstscax.cab#Version a, b, c, d”> 

   <PARAM NAME  = server value = MyServer> 

  <\OBJECT> 

Where MyServer is the name of the Terminal server to which you want the ActiveX Client Control to connect.

Note   See Section 1.2, “The Secured Settings Interface – Specifying a Program to Start” for information on specifying a program to run upon connection.

3.0 Using the ActiveX Client Control with Virtual Channels

Virtual channels are software extensions that can be used to add functional enhancements to a Terminal Services deployment, such as support for special types of hardware, audio, or other additions to the core functionality provided by the Terminal Services Remote Desktop Protocol (RDP). A virtual channel application has two parts, a client side and a server side. The server side is an executable program running on the Terminal server. The client side is a Dynamic Link Library (dll) which must be loaded into memory on the client computer when the Terminal Services client program is run.

If you have enabled a Virtual Channels application in your Terminal Services deployment you can make this application available to client computers that access the Terminal server by means of the ActiveX Client Control. To do so, you must do the following:

10. Deploy the server side of the application and make sure it is running on the Terminal server. For information about deploying virtual channels applications on the server, see http://msdn.microsoft.com/isapi/msdnlib.idc?theURL=/library/psdk/termserv/wtsapi_9t2r.htm . 
In the connection page of your Terminal Services Web application on your Web server, use the PluginDlls property of the Advanced settings interface to specify the name of your virtual channels .dll. If you have more than one plugin, specify a comma-delimited list of .dll names. For instance, if your virtual channel plug-in is called “MyPlugin.dll”, use the following code:

MsTsc.AdvancedSettings.PluginDlls = "myplugin.dll"

If you have two virtual channels .dlls, MyPlugin.dll and Vdriver.dll, use the following code:

MsTsc.AdvancedSettings.PluginDlls = "myplugin.dll,Vdriver.dll"

IMPORTANT   For security reasons, the PluginDlls property only accepts a named list of virtual channels .dll's. The control returns an error if any form of path (filesystem or UNC) is specified.

Ensure that the client .dll for the virtual channels application is installed in the %windir%\system32 directory on client computers. 

Note   By default, the ActiveX Client Control loads virtual channel client .dll's from the %windir%\system32 directory. It is possible for an administrator to change this default client plugin .dll directory.  To do so, edit the following registry key on the client computer:

HKLM\Software\Microsoft\Terminal Server Client\vdllpath

Note that this directory path cannot be specified in the UNC format. 

For example, in the sample connection page (connect.asp) provided with the Terminal Services Advanced Client, you can edit the window_onload() subroutine as follows:

<script language="vbscript" >

<!--

sub window_onLoad()

      MsTsc.Server       =      "<%Response.Write Request.QueryString("Server")%>"

      MsTsc.Domain       =      "<%Response.Write Request.QueryString("Domain")%>"

      MsTsc.UserName     =      "<%Response.Write Request.QueryString("UserName")%>"

      MsTsc.AdvancedSettings.PluginDlls="MyPlugin.dll"

      MsTsc.Connect()

end sub

-->

</script>

Appendix -- Terminal Services Shortcut Keys

	Shortcut Key
	Description

	ALT+PAGE UP
	Switches between programs from left to right.

	ALT+PAGE DOWN
	Switches between programs from right to left.

	ALT+INSERT
	Cycles through the programs in the order they were started.

	ALT+HOME
	Displays the Start menu.

	CTRL+ALT+BREAK
	Switches the client between a window and full screen.

	CTRL+ALT+END
	Brings up the Windows 2000 Security dialog box.

	ALT+DELETE
	Displays the Windows menu. 

	CTRL+ALT+MINUS SIGN (-) symbol on the numeric keypad
	Places a snapshot of the active window, within the client, on the Terminal server clipboard (provides the same functionality as pressing PRINT SCREEN on a local computer.) 

	CTRL+ALT+PLUS SIGN (+) symbol on the numeric keypad
	Places a snapshot of the entire client window area on the Terminal server clipboard (provides the same functionality as pressing ALT+PRINT SCREEN on a local computer.) 


Note   On an NEC98, these shortcut keys are different in two cases: 

· CTRL+ALT+BREAK is replaced by F12. 

· CTRL+ALT+END is replaced by F15. 


